PFDavAdmin 2.2
Notes:

This utility is not supported. Use of this is entirely at your own risk. Before using any utility that has the potential to affect a large number of items in your store, it is highly recommended you test in a lab environment to ensure that the desired result is achieved, and perform a backup before proceeding.

Requirements:

PFDavAdmin 2.1 must be run on a computer that has the .NET Framework 1.1 installed, running Windows 2000, Windows XP, or Windows 2003. It must also be a member of the forest in which the target Exchange 2000 server resides. The user running the tool must be logged into windows as an Exchange Administrator.

This utility lets you do several things:

· Modify folder permissions on folders in the MAPI tree using an interface similar to ESM

· Propagate the addition/replacement or removal of one or more ACEs down the public folder tree without overwriting the entire ACL

· Fix non-canonical and otherwise damaged DACLs on folders in bulk

· Export and Import folder permissions on both public folders and mailboxes

· Export and Import replica lists

· Propagate changes to the replica list down the tree without overwriting

· Check for and remove item-level permissions in bulk

· Check for event registrations

· Exceed limits imposed by the ESM GUI for values on the Limits tab

· Display and modify folder properties in bulk

This tool accesses the store via webDAV, so you will notice that bulk operations are quite slow and will take a long time to complete against thousands of folders when running against Exchange 2000. If you use this tool against Exchange 2003, it is much faster.

Known Issues:

PFDavAdmin exposed a bug in the way the store interprets XML – Q829560. If a Reviewer is listed first in the DACL, the DACL will become non-canonical when you modify it in PFDavAdmin (through Folder Permissions, Fix Folder DACLs, or Propagate ACEs). PFDavAdmin 2.0 and later tries to work around this by putting something else before the Reviewer. However, the order of ACEs in a DACL must always be: users, anonymous, groups, everyone. Therefore, if there is only one user and he is a Reviewer, PFDavAdmin can not put anything else first. Or, if there are no users but Anonymous has Reviewer, the same situation results. To correct this problem, the hotfix for store.exe must be applied. After applying the hotfix, simply run Fix Folder DACLs again to correct any problems caused by this bug.

Typical Usage

Although PFDavAdmin can be used for several different tasks, the original and most common usage is to correct permissions problems after having scanned the M: drive or edited permissions through some other non-MAPI interface. What follows is a sort of “Quick Start” list of steps to accomplish this purpose. See the next section for details on other uses.

The typical steps to repair the permissions would be:

1. Connect to the public folders.

2. It is a good idea to take a snapshot of your public folder permissions in their current state before attempting to fix them. To do this, go to Tools\Export Permissions, and use the XML format. XML is the best format to use for a quick snapshot of the exact permissions on each folder.

3. Once you’ve exported the existing permissions, right-click on Public Folders and choose Fix Folder DACLs. Note that Fix Folder DACLs removes permissions for any unresolved SIDs. It is recommended you run Check DACL State and check for any folders that contain unresolved SIDs. If these unresolved SIDs are the result of a broken trust or other Active Directory problems, those problems should be corrected prior to using Fix Folder DACLs.
4. Set Folder Selection to “The Selected Folder And All Subfolders”.

5. Set mode to “Read-Write” or “Read-Clear-Write”. Typically Read-Write will be sufficient and will be slightly faster.
6. Check the box for “Upgrade Damaged Roles”. This is not required in order to fix the permissions, but in most cases it is desirable. If you do not check this box, many of the permissions may end up with a role of Custom. Also, this usually will not work for the Everyone group, and it will end up with a role of Custom anyway.
7. Click Execute.

When this process completes, you should once again be able to edit the permissions on all public folders through ESM and Outlook. Repeat this process for mailboxes if necessary.

Next, you will probably want to remove any item-level permissions. The typical steps would be:

1. Connect to the public folders.

2. Right-click on Public Folders and choose “Remove Item-level Permissions”.

3. Selected “The Selected Folder And All Subfolders”.

4. Click Execute.

When this completes, all item-level permissions should be removed from all items in all public folders. Repeat this process for mailboxes if necessary.
Using PFDavAdmin
Connecting:

After launching PFDavAdmin, you must connect to an Exchange server before you are able to do anything. When you go to File\Connect you are presented with the following window.
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Enter the appropriate information and click OK. At this point, PFDavAdmin will connect to a DC to read the primary SMTP address on the default recipient policy (so it can know what domain name is used in IFS). 

If you’ve chosen to connect to Public Folders, PFDavAdmin will attempt to connect to the public store on the target Exchange server over port 80, and will populate the left-hand pane with the top-level folders. If this connection fails with 403 Forbidden, it will retry the connection using SSL.
If you’ve chosen Mailboxes, the process is more complex. First, PFDavAdmin gets the properties of all HTTP virtual servers on that server. Next, it queries a GC for all the mailboxes that are homed on on the that server, based on msExchHomeServerName. Once it has the list of mailboxes, it reads each proxy address on each mailbox and attempts to match it with the domain name on one of the HTTP virtual servers. Based on that, it builds an HTTP path to that mailbox. If the user has an email address matching one of the addresses on the default recipient policy, the HTTP path will use the exadmin virtual directory through the default HTTP virtual server, which allows the root folders in the mailbox to be exposed. Otherwise, the HTTP path will use one of the other virtual servers, and the root folders are not exposed. PFDavAdmin does not actually attempt a connection to the store until you expand one of the mailboxes. Note that you must authenticate as a user that has permissions to access that mailbox. An Exchange Full Administrator does not have such permissions by default.
After you’ve successfully connected and the left-hand pane of PFDavAdmin is populated with folders, you can proceed with any number of tasks. You have some pull-down menus along the top, and you can also right-click on a folder in the left-hand pane (or on the Subfolders tab) to bring up a context menu.

Context menu:
Most of the functionality of PFDavAdmin is accessed via the context menu by right-clicking on a folder in the left-hand pane or on the Subfolders tab:
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Folder Permissions:

The Folder Permissions option will bring up a window like this:
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This is roughly equivalent to modifying permissions on the Client Permissions button on a folder in ESM. First you have the name of the folder and the complete href that PFDavAdmin is using to access the folder. Below that are the Add and Remove buttons that let you modify the DACL by adding and removing entities. Just underneath that is the box that displays the current entities in the DACL and their roles. Note that the “Everyone” group is equivalent to “Default” in MAPI permissions, and “ANONYMOUS LOGON” is equivalent to “Anonymous”. Also, PFDavAdmin adds an additional role to this interface – “Folder Visible”. In ESM, an entity that has no permissions and an entity that has only Folder Visible permissions with both show up with a role of “None”. PFDavAdmin will display the former with a role of “None”, and the latter with a role of “Folder Visible”. This makes it easy to see at a glance who has Folder Visible and who truly has None, instead of having to highlight each entity and examine the individual rights.
The Response XML button displays the raw XML DACL that was returned by the Exchange server. This representation does not include any modifications you have made in the Permissions window – rather, it’s how the DACL looked when you brought up the window without any interpretation by PFDavAdmin. To see the XML that will be sent back to Exchange when you hit the Commit Changes button, you can use the Current XML button. This button shows you the XML as interpreted by PFDavAdmin, including any changes you’ve made in the Permissions window so far.
In the top-right corner is the DACL State box. This box informs you of any problems that PFDavAdmin noticed when it interpreted the DACL. This box may include the following phrases:

· Good – The DACL has no noticeable problem.

· Contains unresolved SIDs – Some of the SIDs in the DACL could not be resolved. This makes is difficult to tell whether the DACL is truly canonical or not, because the ordering of ACEs in the DACL depends on the object type (such as a user versus a group), and the object type can only be determined if the SID can be resolved to an object in the Active Directory.

· Missing Anonymous – When the “ANONYMOUS LOGON” entity is not present in the DACL, strange behavior can occur. The MAPI representation of the Client Permissions (such as that in ESM) will not reflect that Anonymous is missing – Anonymous will show up with a role of “None” even if it is not really there. So you may see that, for instance, users on the internet can send email to a public folder even when Anonymous permissions are apparently set to None. When you bring up Folder Permissions in PFDavAdmin, Anonymous is automatically added to the in-memory representation of the DACL if it is missing, but PFDavAdmin reports this situation in the DACL State box.
· Non-canonical order – The ordering of ACEs in an Exchange store DACL is different than the normal Windows ACE order. This is called Exchange canonical order. Editing folder permissions through Windows Explorer or other tools can put the DACL into a state such that you can no longer modify Client Permissions through ESM or Outlook. PFDavAdmin notices when a DACL is in a non-canonical format, and reports it in the DACL State box.

· Multiple allows/denies – In a normal Exchange DACL each entity should only have one allow ACE and one deny ACE in each section of the DACL. If there are more ACEs than that, the resulting permissions can be unpredictable.
· Allows without denies – Each allow ACE must be paired with a deny ACE, unless the mask for the deny ACE would be 0. This status indicates that a nonzero deny mask is missing.

· Invalid Masks – After interpreting the rights for an entity based on the access masks, PFDavAdmin turns around and generates new access masks based on those rights. If the masks generated do not match the existing ones, the “Invalid Masks” status is shown. This means that an extra flag has been set or cleared which does not correspond to a valid right.

The Options box contains two checkboxes that modify the behavior that occurs when you hit Commit Changes. When these two boxes are unchecked, the XML you see in Current XML is simply written to the folder, replacing the previous permissions. Checking the box that says Wipe existing DACL before committing causes an empty DACL to written to the folder first, before the new permissions are written. This can be helpful in resolving certain permissions issues. Checking the Force canonical order and valid masks box causes PFDavAdmin to iterate through each entity in the DACL when you Commit Changes. It arranges the ACEs for that entity according to Exchange canonical ordering (any unresolved SIDs are removed since it can not determine the ordering for those entities), and then it interprets the access mask, clearing any bits that do not correspond to a valid Exchange right (see Appendix A). Checking these two boxes and then hitting Commit Changes should correct all DACL problems on the folder.
The Repair Roles button is for use when the DACL has been edited through Windows Explorer or some such, putting it in non-canonical order and giving the ACEs invalid access masks. When this has been done and you view the DACL through PFDavAdmin, you’ll often see that the entities mostly have roles of Custom. Hitting the Repair Roles button will sometimes be able to change these damaged roles back to what they were before. However, this usually won’t work for the Everyone group.

Propagate Folder ACEs:

Choosing the Propagate Folder ACEs button produces this window:
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This allows you to propagate individual changes to the DACL without overwriting all permissions as ESM does. Choosing to Add/Replace will cause the selected entities to be added to all subfolders with the role shown here. If they are already present in the DACL on that folder, the permissions for those entities are changed to the propagated permissions. If Remove is chosen, the Role has no effect – the selected entities are removed from the DACL regardless of the role.

Fix Folder DACLs:

The Fix Folder DACLs option brings up this window:
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This function provides a way to correct DACL problems on many folders at once. This is equivalent to bringing up Folder Permissions, clicking the box to Force canonical order and valid masks, and clicking Commit Changes. In the current versions of PFDavAdmin, the default mode is Read-Write. This mode is equivalent to hitting Commit Changes on the Folder Permissions page without checking the Wipe Existing DACL box. Read-Clear-Write is equivalent to checking the Wipe Existing DACL box on Folder Permissions, and will be slightly slower. Write mode replaces the DACL on all the folders with the exact same permissions that you specify. This is the fastest, but of course all previous permissions on the folders are lost. The Attempt to upgrade damaged roles checkbox is the equivalent of the Upgrade damaged roles button on the Folder Permissions page. Prior to running Fix Folder DACLs, you should experiment with Folder Permissions. Then you can configure the Fix Folder DACLs settings based on what worked best for you in the Folder Permissions dialog.
Check DACL State:

This option allows you to check the DACL state on many folders at once. It reports the same information you would see in the DACL State box on the Folder Permissions page for that folder. With regular logging, it lists the name of each folder as it processes it and only reports problems. At the end it gives a summary, listing every folder that had a DACL problem. With extended logging turned on, it reports ‘dacl is good’ on every folder with no problems, which makes for a very noisy log.
Check for item-level permissions:

This option will read the security descriptors on all items in one or more folders and report the number of items if any item-level permissions are found. This is actually fairly fast because it reads the security descriptors on all items at once, rather than requesting them individually. If extended logging is turned on, the name of each individual item is reported.
Remove item-level permissions:

This removes the item-level permissions instead of just checking for them. This is also fairly fast, because it wipes the permissions from all items in a single request. Note that you can choose to remove item-level permissions from only items that actually have such permissions, or you can clear the security descriptor on all items. The reason you may want to run this operation against items that don’t have any item-level permissions is that this is an easy way to update all items in a folder, thereby forcing them to replicate. If you have a folder with some items that will replicate and some that won’t, you can simply use this function to cause an update to all items. That will cause the public store to attempt to replicate the updated items, even though clearing the security descriptor on an item with no item-level permissions has no functional effect on the item.
Propagate replica list:

This option brings up this window:

[image: image6.jpg]Select the replics st enties you want o propagate:

Sewver [
CIBILONGEXCHT
CIBILONGEXCH2
CIBILONGEXCH3
CIBILONGEXCH4
CIBILONGEXCHS

@ add O Remove Cancel





You can use this to add replicas to (or remove replicas from) many folders at once for selected servers.

Check for event registrations:

This menu option allows you to scan a tree of folders for any event registration items. This provides an easy way to locate all event registrations throughout the public folder tree.

Property Editor:

Choosing this menu option brings up the following dialog:

[image: image7.jpg]it [ ETooneh ST Mros ol 20 F e

Propety |

© Dy OO CSet

I~ Petorm tis action on al sublolders of the selected folder

I iy perform ths astion on folders ramec:

Ereoite

Clear autput





This dialog allows you to display and modify MAPI properties on the selected folder, and you can also have it perform the same action on all subfolders if desired. If the action is performed only on the selected folder, the results are logged to the small output pane at the bottom of the window. If you choose to perform a bulk operation, a separate window will be spawned and the logging options from the Options window will be used. If the selected folder is the root Public Folders object, the bulk operation applies only to subfolders.

The drop-down Property box provides a list of common properties, or you can simply enter a property tag manually for any properties not in the list. Currently, PFDavAdmin only supports the Set action on properties of type PT_BOOLEAN, PT_LONG, PT_STRING8, and PT_BINARY.

Bulk property operations are useful in several situations. For instance, there are circumstances where it is desirable to clear the PR_PF_PROXY attribute on all public folders. Also, when troubleshooting certain problems where an event is identifying a problem folder by FID, it can be helpful to display the ptagFID property for all folders. These types of operations are what the Property Editor is intended for.

Note that modifying certain properties may have unintended or undesirable results, and performing such modifications on an entire tree of folders may be difficult or impossible to reverse. Exercise caution when using the property editor.
Tabs:

The right-hand pane of PFDavAdmin contains a set of tabs for interacting with the folder selected in the left-hand pane:

[image: image8.jpg]



Subfolders tab:

This tab displays the subfolders of the selected folder. This tab contains the same context menu as the left-hand pane. It’s just another view of the same thing.

Items tab:

This tab shows all the items in the folder. A right-click will bring up a context menu allowing you to clear item-level permissions on individual items or display the XML representation of the permissions on items. At the bottom of this tab you also have the option to view any deleted items that are still present due to deleted item retention. Right-clicking on deleted items provides a menu option to recover them.
Replicas tab:

This tab allows you to add or remove replicas for the selected folder. This is here for convenience. The same functionality is available in ESM.

Limits tab:

The purpose of this tab is to get around a limitation imposed by the ESM GUI. In ESM, the maximum value that can be used on the Limits tab is 2097151. However, it is actually possible to use larger limits. On a mailbox you can simply edit the mDBOverHardQuotaLimit, mDBOverQuotaLimit, and mDBStorageQuota on the active directory object. However, limits on public folders are stored in the information store rather than on the directory object for the public folder. This tab allows you to modify those limits on the public folder, using values up to 2147483647.

Events tab:

This tab shows any event registration items in the folder. This is purely for viewing. You can not modify event registrations through PFDavAdmin.

Tools Menu:
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The Import option allows you to import several types of files:

· Pfadmin-style imports using the SETACL command, such as that generated by OutlookFolders or PfInfo (or PFDavAdmin). Users may be specified by display name or by legacyExchangeDN. These files can also be imported using pfadmin 1.3.

· Pfadmin-style imports using the SETREPLICA command, such as replica exports generated by PFDavAdmin. These files can also be imported using pfadmin 1.3.
· PFDavAdmin permissions exports using NT Account to specify entities. 

· PFDavAdmin permissions exports in XML format.

When importing SETACL commands, keep in mind that the pfadmin format uses either the display name or legacyExchangeDN to specify the user. During the import, PFDavAdmin must resolve the name or DN to a SID. If you have more than one mail-enabled object with the same display name, PFDavAdmin will not be able to apply permissions for that user. This situation will be reported as an ambiguous name in the import log.
When importing SETREPLICA commands, PFDavAdmin must resolve the server name to the legacyExchangeDN of the public store for that server object in the Active Directory. The pfadmin format allows you to specify SITE\SERVER or just SERVER in the import. PFDavAdmin ignores the SITE if specified in the import. It will match the server name with an Exchange server in any admin group regardless of what is specified for SITE.

The Export Permissions option brings up this window:
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LegacyExchangeDN format is the only type of export that can be imported with a utility other than PFDavAdmin. The purpose of this format is to generate exports that match the format of OutlookFolders or PFInfo, allowing you to import the file with Pfadmin 1.3 from the Backoffice Resource Kit. There is one difference from OutlookFolders or PFInfo – PFDavAdmin specifies users by legacyExchangeDN in the export instead of display name. This avoids issues with ambiguous display names when importing. Note that only public folder permissions exports can be imported with Pfadmin 1.3. You can export mailbox permissions in legacyExchangeDN format, but mailbox permissions can only be imported with PFDavAdmin.
Account name format is the same as above, except users are specified as DOMAIN\user instead of by legacyExchangeDN. Depending on what you are trying to do, this may be more useful in some situations. However, these exports can only be imported with PFDavAdmin.

XML format is a dump of the XML representation of the DACL from each folder exactly as returned by the information store. Exports and imports in this format are very fast since no translation or resolution of names is necessary. However, imports in this format set the DACL exactly as shown in the export – all existing permissions are replaced by the snapshot of the XML in the export. The other formats append to the existing permissions instead of overwriting the entire DACL. The XML format is ideal for taking a snapshot of folder permissions in a given state and being able to put them back into that state very quickly. If you intend to generate an export, modify it, and then import, XML is not a good choice. The XML will be difficult to read and modify for those not familiar with it.
Export Replica Lists on the Tools menu exports the replica lists for the selected folders to a file using the pfadmin SETREPLICA command format. This export will always use the REPLACE command, such that importing the file will set the replicas on the public folders back into the state they were in at the time of export. Of course, you can manually edit the file (or create your own file) and use the ADD or DELETE commands, and PFDavAdmin will recognize those.
Options brings up the logging options. These settings are saved to the registry at HKLM\Software\pfDavAdmin. It also saves the name of the Exchange server you last connected to.

Appendix A

A folder DACL has 3 parts: effective rights, subcontainer rights, and subitem rights. Typically, effective and subcontainer rights are identical. Most entities have both an allow and a deny in each of the 3 parts of the DACL (there are exceptions to this). Therefore, you can usually determine the role of an entity by looking at 4 masks. This data was used to generate and compare access masks in e2kfdacl.dll 1.7 and earlier. The method used in 1.8 and later is described in Appendix C. These are the masks for each individual right in the following form:

Effective allow mask

Effective deny mask

Subitem allow mask

Subitem deny mask

None (without Folder Visible):

000000000000000000000  0

111111100100110111111  1FC9BF

000000000000000000000  0

111110000111110111111  1F0FbF

Folder Visible:

100100000100010101001  1208A9

011011100100100010110  DC916

null

111110000111110111111  1F0FBF

Create Item:

000000000000000000010  2

111111100100110111101  1FC9BD

null

111110000111110111111  1F0FBF

Read Item:

100100000100010101001  1208a9

011011100100100010110   dc916

100100000100010101001  1208a9

111110000011100010110  1f0716

Create Subfolders:

000000000000000000100  4

111111100100110111011  1FC9BB

null

111110000111110111111  1F0FBF

Folder Owner:

111110100100110111001  1F49B9

000001000100000000110  8806

null

111110000111110111111  1F0FBF

Folder Contact:

000001000000000000000  8000

111110100100110111111  1F49BF

null

111110000111110111111  1F0FBF

Edit Own:

000000000000000000000  0

111111100100110111111  1FC9BF

000000000001000000000  200

111110000111110111111  1F0FBF

Edit All:

000000000000000000000  0

111111100100110111111  1FC9BF

111100000001100010110  1E0316

100110000110010101001  130CA9

Delete Own:

null

111111100100110111111  1FC9BF

000000000010000000000  400

111110000111110111111  1F0FBF

Delete All:

null

111111100100110111111  1FC9BF

000010000010000000000  10400

111100000101110111111  1E0BBF

Rights correspond to roles in ESM as follows:

0 - Create Items

1 - Read Items

2 - Create Subfolders

3 - Folder Owner

4 - Folder Contact

5 - Folder Visible

6 - Edit All

7 - Edit Own

8 - Delete All

9 - Delete Own

Owner - 0,1,2,3,4,5,6,7,8,9

Contributor - 0,5

Reviewer - 1,5

Non-editing Author - 0,1,5,9

Author - 0,1,5,7,9

Publishing Author - 0,1,2,5,7,9

Editor - 0,1,5,6,7,8,9

Publishing Editor - 0,1,2,5,6,7,8,9

None - 5   (normally someone with None still has folder visible, although you can remove that right and the role stays at None in ESM. PFDavAdmin distinguishes between these two situations with a special role of Folder Visible)

Also, when an entity has both Read and Folder Owner, the 0x800 bit should be cleared on the effective and subcontainer deny mask. In all other cases it should be set.

Appendix B
Effect of corrupting ACLs via Windows Explorer on M: drive. Used this data for the Repair Roles function. X denotes a flag was cleared, Y denotes a flag was set.

Before
After

Before



After

Reviewer:

1208a9
1200a9

100100000100010101001
100100000X00010101001

dc916
d0116

011011100100100010110
01101XX00X00100010110

1208a9
1200a9

100100000100010101001
100100000X00010101001

1f0716
f0716

111110000011100010110
X11110000011100010110

Publishing Editor:

1208af
1200af

100100000100010101111
100100000X00010101111

dc910
d0110

011011100100100010000
01101XX00X00100010000

1f0fbf
1f07bf

111110000111110111111
111110000X11110111111

null
null

Publishing Author:

1208af
1200af

100100000100010101111
100100000X00010101111

dc910
d0110

011011100100100010000
01101XX00X00100010000

120ea9
1200a9

100100000111010101001
100100000XXX010101001

1f0716
f0716

111110000011100010110
X11110000011100010110

Owner:

1f49bf
1f07bf

111110100100110111111
111110X00XYY110111111

8000
null

000001000000000000000
00000X000000000000000

1f0fbf
1f07bf

111110000111110111111
111110000X11110111111

null
null

Non-editing Author:

1208ab
1200ab

100100000100010101011
100100000X00010101011

dc914
d0114

011011100100100010100
01101XX00X00100010100

120ca9
1200a9

100100000110010101001
100100000XX0010101001

1f0716
f0716

111110000011100010110
X11110000011100010110

Editor:

1208ab
1200ab

100100000100010101011
100100000X00010101011

dc914
d0114

011011100100100010100
01101XX00X00100010100

1f0fbf
1f07bf

111110000111110111111
111110000X11110111111

null
null

Contributor:

1208ab
1200ab

100100000100010101011
100100000X00010101011

dc914
d0114

011011100100100010100
01101XX00X00100010100

null
null

1f0fbf
f07bf

111110000111110111111
011110000011110111111

Author:

1208ab
1200ab

100100000100010101011
100100000X00010101011

dc914
d0114

011011100100100010100
01101XX00X00100010100

120ea9
1200a9

100100000111010101001
100100000XXX010101001

1f0716
f0716

111110000011100010110
X11110000011100010110

None:


1200a9



d0116



null


f07bf

Appendix C

E2kfdacl.dll versions 1.8 and later use the following method to generate access masks.

First, two allow masks are generated, one for folder rights and one for item rights, as follows:

Create Items: folderMask |= 0x2

Read Items: folderMask |= 0x800, itemMask |= 0x1208A9
Create Subfolders: folderMask |= 0x4
Folder Owner: folderMask |= 0xD4910
Folder Contact: folderMask |= 0x8000
Folder Visible: folderMask |= 0x1200A9
Edit Own: itemMask |= 0x200
Edit Any: itemMask |= 0x1E0116
Delete Own: itemMask |= 0x400

Delete Any: itemMask |= 0x10000
Then two deny masks are generated that reflect the opposite of the rights granted.
For example, let’s say we want to build the masks for a Reviewer. A Reviewer has two rights – Read Items and Folder Visible. So, first we build the allow masks:
Folder allow: 0x1208A9

Item allow: 0x1208A9
You can see that for a Reviewer the allow masks are the same. Now we need deny masks where every right not granted is denied:

Folder deny: 0xDC916

Item deny: 0x1F0716

Note that when an entity is granted Delete Own or Edit Own, PFDavAdmin still builds the masks as described above. However, when the store generates masks for those entities, the Delete Own and Edit Own flags are set in the deny mask even though they are also set in the allow mask. So in that case you will notice a difference between the mask generated using the formula above and the mask returned by the store.

In PFDavAdmin, you can test the masks generated for a set of rights by using the Folder Permissions page. Just set the rights you want on an entity and then use the Current XML button to see the masks generated for that entity.

Change History
Changes to e2kfdacl.dll:

1.0.1210.31614

- Added a new constructor to allow the caller to specify whether the Everyone and Anonymous groups are automatically added if they are missing. Previously, they were always added and the caller had no control over it.

1.0.1212.41474:

- ExchFolderDACL.response is no longer directly exposed - use the XmlResponse property instead.

- ExchFolderDACL.GetXML() can no longer be called directly. Use the ExchFolderDACL.Xml property instead.

- ExchFolderDACL.MasksAreValid was never implemented and has been removed.

- Inheritance on the DACL is now left enabled in the XML (should make no functional difference since inheritance in the store must be manually propagated anyway). However, the store seems to clear the inheritance flag anyway.

- Inheritance flags on ACEs are now preserved until the associated entity is updated. When an entity's rights change, the inheritance flag on all associated ACEs is set to 0 even if that particular ACE did not change. Making this more intelligent would require a lot of changes, and this is another thing that's really just cosmetic and makes no functional difference in the store.

- Fixed a bug that kept the Role property of an entity from being properly updated.

1.3.1225.18541:

- When an entity was removed from the entityCollection, the mask pointers were not updating properly. This resulted in exceptions in many functions if you attempted to do anything after removing the entity. Fixed.

- When updating masks for Everyone, there was a bug that caused it to not always identify the Everyone group properly. It now works based on sid rather than nt4 name, which eliminated an exception in certain operations.

1.5.1235.41847:

- Removed some old obsolete code.

- Added Entity.Delete() method, which removes an entity from its parent DACL.

- EntityCollection.Remove(Entity) is obsolete and is no longer exposed.

- Everyone is no longer considered a "required" group. This is because Everyone should only ever have an Allow mask, not a Deny (everything else usually has both, or a Deny at the very least). This results in the situation that Everyone with a role of None only has an Allow mask of 0, which is functionally equivalent to not being present in the DACL. The ExchFolderDACL integrity flag 0x2 is now only set if Anonymous is missing, not if Everyone is missing. However, the constructor for the ExchFolderDACL object still causes *both* groups to be added if they are not present and the AddRequiredGroups flag is set. Also changed the XML comments accordingly.

- Changed the way the "Folder Contact" right is handled. Previously, an entity's role depended upon this right either being set (for Owner) or cleared (for every other role). Any deviation from that resulted in a role of Custom. This is no longer the case - Folder Contact is now treated as a completely independent right. Adding or removing Folder Contact has no effect on the Role. However, when you assign a value to Role, the Folder Contact right is either set (for an Owner) or cleared (for every other role) at the time the Role is assigned. After that you may modify that individual right without affecting the Role. In short, this is now aligned with the way ESM and pfadmin handle Folder Contact - it is a separate right. This also means that the caller will now need to check not just Role, but also Folder Contact, for a complete picture of the rights for a given entity.

1.6.1284.32468:

- Inheritance on the DACL is now always removed when changes are committed, due to problems arising from inherited ACEs combining with explicit ones to make a non-canonical DACL.

- Now handles entities of type "alias" - they are equivalent to "group". The only object types that show up as type "alias" that I'm aware of are Domain Local groups, which you really should not be adding to a folder DACL.

1.6.1291.27118

- Added the 0x10 integrity flag to signify that an Allow ACE is present without a corresponding Deny ACE for any entity other than Everyone
1.7.1294.27623

- If an entity has both Read and Folder Owner, the 0x800 bit on the Deny ACE for Effective and Subcontainer rights is cleared. This is more consistent with the ESM behavior. Previously, it was always set.

1.8.1312.21556

- Rewrote the code that generates access masks from specific rights. This should result in masks that are more consistent with what ESM produces, especially for situations where an entity does not have a specific role but instead a set of Custom rights.

1.9.1334.26518

- Replaced string object type representations with Entity.Types enumeration

- Added a MasksAreValid field to determine if the masks we would generate match the existing ones.

- A logic error prevented the code from ever setting the 0x10 integrity flag. Fixed.

- Added a new integrity flag, 0x20. After e2kfdacl determines the rights based on the access masks, it generates its own masks based on those rights. If the generated masks do not match the existing masks, the 0x20 flag is set to indicate this.

2.0.1377.28342

- Replaced string roles with Entity.Roles enumeration. Also added RoleString property which can be used like the old string-based Role property for convenience.

- Updated MasksAreValid to account for certain situations where the store will add a deny flag for a right that is present in the allow mask.

- Added a new constructor allowing you to pass an XML SD to the constructor rather than reading it from the folder. This is used for XML imports in PFDavAdmin.

- The 0x10 flag "Allows without denies" is no longer set if the deny mask would be 0. If the mask is 0 then the deny ACE is not necessary.

2.2.1560.16366

- When calling EntityList.AddNewEntity, the SID passed in by the caller will now be resolved via LookupAccountSid, and the Name property will be populated with the resulting name. If the SID can not be resolved an exception is thrown.

- EntityList.AddNewEntity was changed to only allow the caller to pass the SID, not the object type. When the SID is resolved the object type will be determined.

- If EntityList.AddNewEntity is passed the SID of an entity already present in the DACL, an exception will be thrown.

- If a SID passed to AddNewEntity resolves to an object of a type other than User, Group, Alias, or WellKnownGroup, an exception will be thrown.
Changes to PFDavAdmin.exe:

1.2.1213.17694

- When removing item-level permissions, if it encountered a folder that did not have a replica on this server the operation would abort. Now it reports the exception for that folder and moves on.

- If the primary SMTP address on the default policy contains anything before the @ sign such as %s and such, connection would fail. Fixed.

- A fix in e2kfdacl.dll should now cause the roles on Folder Permissions to by dynamically updated as the rights boxes are checked and cleared.

- Folder Permissions no longer automatically adds the required groups (Everyone and Anonymous) when you are working in a user mailbox. By default, the only ACE present on a folder in a user mailbox is Anonymous. So it is normal for the DACL state to show “Missing required groups” when working in a user mailbox, since there are no permissions for Everyone.

1.2.1222.30125

- Fixed a bug that caused all users to appear as UNKNOWN in permissions exports.

- The messagebox stating that logging is required for exports now appears as soon as you choose the menu option instead of waiting until you specify the file.

- Added code to support permissions exports of mailboxes. To generate the export of mailboxes, you must connect to a user mailbox. Then when you choose Export, it will read the homeMDBBL attribute on all mailbox stores on that server to get a list of aliases, and then it will attempt to access each mailbox via the default web site. Therefore, it currently can only access mailboxes that have an SMTP address matching the default web site. The main difference with a mailbox export is that instead of pfadmin-style folder path you'll see a literal http path to the folder.

- Added code to support permissions imports of mailboxes. This was a minor change. The only real difference is that if a folder path starts with "http://" it treats it as a literal path rather than parsing it like pfadmin-style path.

- Added a View menu with a Refresh option.

1.2.1224.24635

- A bug prevented the Export Permissions from traversing more than 3 levels down the hierarchy, due to sloppy multithreading. Fixed – the threads now properly marshal data when updating the treeView.

- If you turn on Extended Logging, when an ambiguous display name is encountered during an Import, the matching objects are written to the log.

1.3.1225.18557

- When doing an export you are now prompted to specify the scope (All mailboxes vs. the one you're connected to, or all public folders vs. the selected one in the treeView)

- Added a Check DACL State option to the right-click menu. You can use this to check the DACL state on a group of folders instead of having to bring up Folder Permissions on each one.

1.4.1228.33088

- Was not properly handling the Folder Owner right in export/import. In ESM if you specified some as Owner, and then removed the Folder Contact right, PFDavAdmin exported all present rights except for Folder Owner. Importing the resulting line converted the user to a Publishing Editor. PFDavAdmin now properly handles Folder Owner ("_Owner") on both exports and imports.

- If a connection fails with 403 Forbidden, PFDavAdmin now retries the connect using SSL.

1.5.1235.42734

- The Folder Contact right is now handled differently due to changes in e2kfdacl.dll. This resulted in cleaner export/import code which is more consistent with pfinfo/pfadmin/ESM behavior. In short, Folder Contact is now treated as a separate right.

- The Folder Contact change also affected the Folder Permissions GUI. Checking or unchecking Folder Contact no longer affects the Role of an entity.

- The import code now handles all SETACL keywords supported by pfadmin for specifying rights (Owner, O, All, L, Remove, X, etc). For a complete list see the pfadmin help. However, it still does not support the YES or NO at the end of the line - the current version never applies the permissions to subfolders. Pfadmin is better for imports anyway - use it if you can get it to work.

- The right-click menu now contains an option to dump the PR_REPLICA_LIST.

- Due to changes in e2kfdacl.dll, Everyone is no longer considered a required group. Therefore, DACL state now reports "Missing Anonymous" instead of "Missing required groups" when a DACL does not contain any ACEs for Anonymous.

1.5.1236.31471

- fixed a GUI bug in the Folder Permissions page, which caused the role to change to Custom whenever Editor was chosen from the dropdown list.

1.6.1257.31713

- Changed the way connecting to mailboxes works. Instead of specifying a mailbox on the connection window, the treeView is populated with a list of every mailbox on the server. This list is obtained by reading the homeMDBBL on every mailbox store on that server. When the user selects a particular mailbox or tries to expand it, at that time pfDavAdmin tries to get the list of folders in the mailbox. So just because a mailbox appears in the list does not mean you will actually be able to access it. The former limitations still apply - it must be accessible via the Default HTTP VS and you must have permissions to it.

- Added a tab control in the right-hand pane, which will use tabs to replace some of the context menu choices and add some new functionality.

- Added a Subfolders tab to the tab control. Moved the old listView from the righthand pane to this tab.

- Added an Items tab to the tab control. Removed the "Display Items In Folder" option on the context menu.

- Added a Permissions tab to the tab control. This tab duplicates the functionality of the Folder Permissions dialog. In fact, it's the same form being used as a control.

- Consolidated code from various classes into a CommonStuff class. All methods now call a common method to enumerate subfolders. This achieves uniformity in the timeout setting, among other things.

- The timeout for getting subfolders is set to 5 minutes.

- When getting subfolders fails during an export, the operation will be retried once. This will be reflected in the logs.

- pfDavAdmin now saves the settings on the Options window and also the server name into the registry at HKLM\Software\pfDavAdmin. So you don't have to enable logging every time you try to export anymore.

1.6.1265.23020

- Enabled the Check DACL and Fix DACL operations while connected to mailboxes

- Changed the Fix DACL code to check for a mailbox store connection. When connected to mailboxes it will not automatically add Everyone and Anonymous when fixing the DACL.

1.6.1269.23545

- Fixed a bug in getting subfolders of a folder. If you expanded the folder tree first, and then did something like an Export which causes a second query for the child folders of a folder which has already been expanded, the child nodes of each node are cleared and then populated again. However, the code responsible for clearing the child nodes was not properly marshalling data to the thread that owned the treeView. Therefore, this would cause an exception, but only when you had already expanded your way down the tree prior to running the export.

- An earlier change to the export code in 1.6 caused a regression where the export code didn't recognize a public folder connection. Therefore public folder exports were showing literal HTTP paths instead of pfadmin-style paths. Fixed.

1.6.1274.18618

- Added the ability to recognize a SETREPLICAS command in an import file.

- Changed the Tools menu to reflect that Import is not only for permissions anymore.

- Added a menu item to export replica lists.

- Moved GetReplicas() and SetReplicas() into CommonStuff since they are now called in multiple areas of the code.

- Added an item to the context menu for propagating replica list entries, along with a form to choose which entries to propagate.

- The Replicas tab now displays replicas in SITE\SERVER format.

- Removed the Permissions tab from the tab control. Wasn't happy with it. You must right-click to get Folder Permissions.

- Added the ability to modify the replica list on the Replicas tab.

1.6.1284.32520:

- Export now searches both objectSID and sidHistory for a matching SID

- When you select multiple items on the items tab and right-click to remove item-level permissions on those items, all selected items are processed instead of only the first one.

- The Items tab now retrieves both display names and security descriptors for every item in the folder in a single DAV request, instead of requesting each individual security descriptor separately. So instead of taking minutes to check for item-level permissions, it should now take seconds.

- Added an option to Check For Item-level Permissions to the right-click menu. Now you can scan every folder for the presence of item-level permissions. This calls the same new code that's used for the Items tab, so it's only one DAV request per folder. Much faster than the old item-level code. Regular logging just tells you how many items in each folder have item-level permissions. Extended logging shows the name of each item.

- Rewrote the code for Remove Item-level Permissions. Based on the output returned by the new item code, it builds a list of all items with item-level permissions and sends a single DAV request to clear the descriptors for only those items. This means that removing item-level permissions is now MUCH faster - instead of one DAV request per item, it's now one DAV request to read the permissions for every item in the folder and then one DAV request to clear them - only two DAV requests per folder regardless of the number of items.

1.6.1291.29539:

- When connecting to a mailbox store, it now displays a progress bar while enumerating mailboxes.

- Propagate ACEs would throw an exception if you tried to propagate from the "Mailboxes" root, because that isn't a real object. Now it handles this by allowing you to create a permissions list and then propagate individual ACEs from it.

- Both the DACL State box and the Check DACL State function now report when a DACL contains an allow without a corresponding deny ACE for any entity other than Everyone (Everyone is the only entity that is supposed to have an allow with no deny)

- Check DACL State now only reports "DACL is good" when extended logging is turned on. Otherwise it only lists folder paths as it processes them, and reports problems. Also, when it finishes it gives a summary, listing every folder that had a problem.
1.6.1293.18355:

- The context menu for the Items tab now contains the option to dump the DACL of the item so you can see the XML representation of the permissions.

- Enumeration of mailboxes now occurs against a GC instead of a DC.

1.6.1294.24308:

- Failure to get subfolders of a mailbox would cause Propagate ACE and Item-level Permissions operations to abort. Fixed.

- Reading homeMDBBL to enumerate the mailboxes turned out to be really, really slow. Changed mailbox enumeration to just query a GC for (&(objectClass=user)(objectCategory=person)(mailnickname=*)(msExchHomeServerName=legacy DN of server)). This is way faster. Removed the progress bar for mailbox enumeration - it's no longer needed.

- There are situations where the security descriptor of an item can not be read due to item-level permissions problems. When the item code was requesting the contents of a folder, if the SD could not be read, DAV simply did not return the result. So the folder would look empty just because it couldn't read the SD. The item-level code has been changed to handle this. Now, it first requests the name of every item in the folder. Then in a second DAV request it asks for the SD of those items. If it can't read the SD, the Items tab will show "Unknown" for that item. The Check For Item-Level Permissions and Remove Item-Level Permissions functions assume that "Unknown" means permissions are present, and counts those items as such. The Remove function attempts to clear the SD on these items.

- In some cases, clearing the SD on a batch of items in one DAV request will fail because of problems with one or more items in the folder. The item-level code has been changed so that if the batch operation fails, it falls back to the old method of doing each item individually in that folder, like 1.5 did.

1.7.1312.21622

- "Remove item-level permissions" would report it was removing permissions from the total number of items in the folder instead of only the ones with item-level permissions. Fixed.

- The Import function was not ignoring the "YES" or "NO" at the end of the line for permissions imports - instead it was trying to resolve it as a user. Fixed.

- A problem getting subfolders would cause Fix Folder DACLs to abort. Now it will continue with the next folder.
1.8.1334.27559

- "Remove item-level permissions" now gives you the option to either clear security descriptors only on items where item-level permissions were detected, or to do this against all items in the folder. This is because making a modification to all items in a folder can be useful for other reasons, such as when those items are not replicating. This is an easy way to update all items in the folder to force them to replicate.

- If you try to commit an empty replica list, an exception will be thrown. It's no longer possible to commit empty replica lists.

- Added handling to catch exceptions while launching PFDavAdmin, such as when it is launched on a machine that is not part of a forest containing E2K.

2.0.1381.17942

- Corrected a bug in the exception handling when reading items. It would list the name of an item and then log Finished, instead of giving the text of the exception.

- On the Connection window, you now have a way to specify a particular mailbox by giving the http path to that mailbox, instead of having to wait while PFDavAdmin builds a list of all mailboxes. This is much faster when you're only interested in a particular mailbox. Also, the ability to specify the full http path to the mailbox makes this very flexible - you could connect to a mailbox over a different HTTP VS since PFDavAdmin would normally use only the default HTTP VS.

- Added new export formats. You can export by Account Name or by raw XML. These exports can not be imported using pfadmin, you must use PFDavAdmin.

- The Add button on the Folder Permissions window has been enhanced. It now allows you to search for a particular user based on mailnickname instead of having to choose them from the listView. You can still browse if you want, and this functionality has been changed such that you must navigate down the hierarchy. It no longer just lists every user in the domain, which was nearly unusable in large environments.

- PFDavAdmin now checks each entity for valid masks. "Invalid Masks" may now appear as part of the DACL State. On the Folder Permissions page, any entities with invalid masks are highlighted in red. Note that it is normal to see "Invalid Masks" on the root "Public Folders" object.

- Rewrote the mailbox store connection code. PFDavAdmin will now read all the proxyAddresses on a recipient and compare the addresses to the HTTP virtual servers on the target server. Based on that, it builds a link to the mailbox. Previously it would only connect through the Default HTTP virtual server, and would assume that the mailbox could be referenced by alias, which is not always the case.

- Changed the export code to export the legacyExchangeDN instead of displayName of each user. This eliminates the "ambiguous name" problem with display names, since the DN should always be unique. This format still works with pfadmin 1.3.

- Changed the export code to build folder paths based on the PR_DISPLAY_NAME of the folders instead of the URL. This eliminates problems with importing on pfadmin 1.3 due to things like %27 appearing in folder paths.

- Changed the import code to work with exports that use either displayName or legacyExchangeDN to specify each user.

- Changed the import code to convert folder paths based on PR_DISPLAY_NAME. Exports made with older versions of pfdavadmin may not work when importing with this newer version if the folder names contain special characters.

- Previously, if GetFolderContents failed to read the security descriptor on particular items, those items were returned with a state of Unknown. However, if the entire HTTP request for the security descriptors failed due to a timeout or other problem, an exception was thrown. This has been changed so that if the second request times out or fails for any reason, the items list is still returned, but all items have a status of Unknown.

- Check/Remove Item Level Permissions will now count Unknown items separately, instead of lumping them in with items where it actually detected item-level permissions. It will still try to reset the security descriptor on the Unknown items.

- Added a Limits tab to absorb the functionality of a different tool. Basically, the ESM GUI lets you enter a maximum size of 2097151 on the Limits tab. You can actually enter larger limits on users by editing the attributes through LDP or ADSI Edit. This doesn't work for public folders because the limits on public folders are kept in the store. The Limits tab in PFDavAdmin allows you to edit these values on public folders to exceed the 2097151 limit imposed by ESM.

- Added an Events tab to list event registration items in the folder.

- Added a "Check for event registrations" option to the context menu. This allows you to scan folders in bulk for event registrations.

- View/Refresh now does a Refresh on the selected node in the treeView instead of repopulating the entire treeView.

- All worker threads force garbage collection upon completion of the task. During Fix Folder DACLs, garbage collection is forced every 100 folders.

2.0.1385.19019

- Corrected a bug that would prevent connections to mailboxes when the primary SMTP address on the Default recipient policy contained any characters before the @, such as %s, %g, etc.

2.0.1390.28405

- Corrected a bug that made it impossible to close the progress bar.

- Corrected a bug that caused mailbox connections to fail when msExchServerBindings on an HTTP virtual server does not contain the server name

- While importing SETACL commands, a role of None would be treated as having only Folder Visible. Testing with pfadmin 1.3 revealed that this should actually be treated as a true None, rather than how ESM grants Folder Visible by default when None is specified. In this build, the Import code now treats None as a true None, without Folder Visible, matching the behavior of pfadmin 1.3.
2.1.1468.19357

- Changed export code to properly handle associated external accounts. When resolving a SID to a legacy DN, it now looks for a match in objectSID, sidHistory, or msExchMasterAccountSid.

- Changed import code to properly handle associated external accounts. When resolving a DN to SID, it checks the msExchUserAccountControl value on the object. If the value is 0 indicating the account is enabled, it uses the objectSID. If msExchUserAccountControl is any other value, it checks msExchMasterAccountSID. If msExchMasterAccountSID is the SELF SID, it still uses objectSID and logs a warning. Otherwise, it uses the msExchMasterAccountSID value.

- Added exception handling to catch any problems when doing the initial population of the treeView.

- Mailbox connections now expose the root folders in the mailbox

- Added the ability to view and recover dumpster items on the Items tab

- Added command-line options for exporting and importing so these operations can be scheduled

- Fixed a bug that caused Remove Item-Level Permissions to fail with an invalid cast exception
2.1.1474.21971

- Propagate Replica List now allows propagation from the public folder root similar to the way permissions propagation does. It prompts you to select the public stores you want and then propagates those.

- The choose user form now allows the selection of Distribution Groups instead of just Security Groups. Assigning permissions using DGs instead of SGs is not recommended.

2.1.1488.23731

- Added a new option to the context menu, Property Editor. This allows bulk property modifications to folders. This basically incorporates all the functionality of a separate tool, pfpropmod, in addition to allowing the same operations against mailbox folders and only folders with a certain name.

- Extended logging no longer requires that logging to a file be enabled on the Options screen.
2.1.1502.16602

- Fixed the Export Replicas menu option, which was broken in the last build

2.2.1560.16367

- Changes to e2kfdacl.dll also fixed a GUI bug which caused account names to not be visible when propagating from the Public Folders root in the Propgate Folder ACEs option.

- Removed lots of redundant code as a result of changes to e2kfdacl.dll

- Corrected a bug in sid to string conversion

- Changed the way a GC is a chosen so that a local GC should be found.

- The Remove button on the Replicas tab was not activating properly. Fixed.

2.2.1609.29372

- Tabs with no values are now ignored during permissions imports. These extra tabs are typically seen at the end of the line after editing import files with Excel. Previously they would cause the import to abort.

- Reworked some of the logging so that logging to a file and extended logging are completely independent of each other. Also some stuff that used to require extended logging is now logged by default.

- Added sanity check warning to the property editor when doing a bulk modify of PR_PF_PROXY_REQUIRED.

- Improved error reporting in Property Editor. Errors during Set and Clear operations should now be reported, instead of returning false successes.[image: image11.png]



